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1.

Introduction

The OriLink® monitoring system supports networked Client-Server functionality. This functionality is based on the in
Windows native link between processes called COM/DCOM and standard ODBC database connection.

Due to the use of these in Windows native mechanisms most of it is available by default in any Windows version and
by any available network type.

Supported features

In OriLink® there are three areas that supports network Client-Server.

2.1. The Engine/ PNP Array

Since OriLink uses COM for its internal linking between processes that can also be supported over a network
by register the Engine COM server for remote distributed COM (DCOM) access. And then set the Windows firewall to
accept incoming calls to the Engine DCOM server.

Then you can see hardware layouts, open reels from layouts, and configure hardware from any clients in the network.

For configuring the client must have an OriLink® pro license

For opening of reels the client needs a license for PcKeypad.

2.2. The Script service

Since OriLink® uses COM for its internal linking between processes that can also be used to support script calls over a
network by register the Script Service COM server for remote distributed COM (DCOM) access. And then set the
Windows firewall to accept incoming calls to the Engine DCOM server.

With this you can create automated dispensing ordered by for example a main frame production system or similar.

2.3. WinDb Manager

All internal interaction with the OriLink® database is done by ODBC. The ODBC (Open Data Base Connectivity)
APl is installed by default in every windows version and is based on an ODBC-key, an ODBC driver for the database in
question and some parameter settings.

The default OriLink® database is an MsAccess database called “OriLinkDB_O2K.mdb” and is by default placed in the
C:\Crilink folder.

Because of the ODBC concept the database can easily be moved to some other place in the network by just moving the
database and re-point the ODBC key.

This also means that it is only to install WinDb Manager on other (client) PC’s in the network and point their ODBC
keys to the database and you can manage the OriLink® database from client PC’s.

Installation

To install software you must be logged in with administrative rights

3.1. OriLink® Server

No specific installation other than a normal OriLink installation is needed.

3.2. OriLink® Clients

Here you can choose to install only the things needed but a complete OriLink® installation takes a very small amount
of disk space so the easiest is to make a full install also on clients.

Note! —Make sure that you have the same versions of files on the Client as on the Server.
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4. How to register the COM servers in Windows.
To register you must be logged in with administrative rights
4.1. Engine COM server

To register the Engine COM server you run/install the file

“RegisterEngineCOMServer.reg” GO )| -poowr -k - 3 [smmonn: &
File Edt Wiew Tools Hslp
Copy the file from your install media to the C:\Orilink of the Oz v gifMes v P B Hewfoder = - 0@
OriLink® server. & cocrvric) A L
« Firewallogs | REEL100.0ex
. . . LightTest ; . .
Right-click and select Merge. ernime oot |
. Orilink. | |rk Senk b | B -
[titem selected [ [ /,‘
Depending on OS and the safety settings of the OS you can get a x|
UAC warni ng. % ?:“:;:t::?nt to allow the following program to make changes to this
Click Yes. 33 Programname:  Registry Editor

@’ verified publisher: Microsoft Windows

j Show details Iﬁ

Change when these notifications appear

Registry Editor
Depending of OS you get a verification request e R P P————
L correctly, IF you do not trust the source: of this information in

Ci\OrlinkiRegisterEnginecOMServer reg, do not add it to the registry.

Click Yes. P —
tio
If everything went well you should get a message like this. : =

The keys and values contained in C:|Oriink|RegisterEnginaCOMServer. eq have been successfully
added ta the registry.

4.2. Script Service COM server

To register the Script service COM server you run/install the file
“RegisterScriptCOMServer.reg”

v |23 | search oriink

< Uv‘ . ~BOOTWF... - Oriink -

Fie Edt Wiew Took Help

Copy the file from your install media to the C:\Orilink of the oo - e el A -
! A e BOOTWT (C:) - Mame ~ =
O”Llnk® Server. ! Hr:waHLngs 4] ReELIOD.0cx
o LightTest
Right-click and select Merge. | i EEEE] L.
| Orlink. [ [T | Ll;l
[1 e selected [ | Y

Depending on OS and the safety settings of the OS you can get a x|

UAC Warn i ng Do you want to allow the following program to make changes to this
) |/ computer?
CI ICk YES. g Program name:  Regiskry Editor

werified publisher: Microsoft Windows

| show getais ¢

Change when these notifications appear

Registry Editor

Depending of OS you get a verification request et ool s it ks rdca s vt
=% Si.”;?:&ju‘ﬁuth: ::;‘St[?:tt & source of this information in C\Ovilink|RegisterScriptCOMSarver red,
CI ick Yes' Are you sure you want o continue?
|
If everything went well you should get a message like this. ¢ =

The keys and values contained in C:|Oriink|RegisterSeriptCOMServer reg have been successfully
added to the registry.

[
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5. How to enable remote calls to COM servers.

By default when a com server is registered the remote access is
disabled. This has to be enabled to accept remote calls.

e Action  Wiew Window  Help

€= [2[EECEFEE]

Open control panel -> Administrative Tools -> Component services or  [Oezees =]
use start menu item Run type in dcomenfg and click <Ok> e .
5.1. General COM security
Expand Component services and right-click “My computer”.
Select Properties.
* o [F[HXE 5= EEln
‘é‘éf.“;ﬂ:?:ﬁ:m ot poantions
- 1=} Comput I pCom Config
In the form that appears select tab COM Security. '

7l bistributed Transaction Coordi
% Services {Local)

o EE
My Computer Properties | [

General I Optiong | Default Properties | . . . . . .
Defat Protocok COMSecuiy | MsDTC In Access Permissions click <Edit Limits>
[ Access Pemissions

YYou may edit wha is alowed default access to applications. Y'ou may

alzo et limits on applications that determine their own permissions. 2] x|

Caution: Maodifying access permizsions can affect the ability Security Limits I
of applications ta start, connect, function and/or iun
securely. Group or user names:
S’_,Evewone
Edit Limits 82, Performance Log Users (Kontoret\Performance Log Users]

gr'AD_i_strih_u_ged COM Users [Rontorst\Distributed COM Users)

i~ Launch and Activation Permissions

You may edit who iz allowed by default to launch applications or
activate objects. 'You may alzo et limits on applications that

determine their own permissions. Aﬁi-- Hemave |

Caution: Madifying launch and activation permissions can IMEmE e oy iz
alfect the ability of applications ta start, cannect, function Local Access ] O

and/or iun securely Femote Access a ]

Edit Limits... Edit Default...

Learn about access control and permissions

Cancel |

Learn more about setting these properties

0K | Cancel | Apply |

Click <Add> and type in Anonymous. Click <Check Names> and then click <Ok>

Select Users or Groups 21x1 Select Users or Groups 21x

Select this object type: Belact this ohiect type:

IUsels, Giroups, or Buil-in security principals: Dbject Types. Iusers, Groups, or Bultin security principals Obiect Types...

From this loc ation:

Eram this location:

[konToRET Lacations. |KDNTDHET Locations.

Enter the object names o select (example]

Enter the abiect names to select (examples).

lanonymouy Ehec&games ANONTMOUS LOGON LCheck Names
Advanced Cancel Advanced m Cancel
A

)

Check Remote Access and click <OK>. Do the same for Launch and Activation Permissions

Security Limits | Security Limits I

Giroup or user names: Giroup or user names:

.Q'_‘,Evelyone

Q?_,Admlnlstlatols [Kontaret\administratars)

52, Parformance Log Users [Kontorst\Performance Log Lsers]
:;'_',Distributed COM Users [Kontoret'Distributed COM Users)

5" Everpone
B2, Perfomance Log Users [Kontoret\Performance Log Users)
:?ﬂ‘ Distributed COM Users (Kontoret\Distibuted COM Users)

AN ON S0

Add Remave Add Remove |

Permissions for AMONYMOUS Permissions for AMONYMOUS

LOGOM Allow Deny LOGOM Allaws
Local Azcess [m} Local Launch
Remate Access [m} Remote Launch

Local Activation

Deny
u]
u]
u]
m]

Fiemote Activation

Leain sbout access control and permissions

Learn sbout access control and permissions

Cancel E Cancel

A . ™ N
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5.2. Engine COM server

To make the engine accept incoming calls its COM server must be set for it. This is only needed if you want to use
remote graphical layouts on other PC’s in the network.

(03 Cansole Root
£ #: Component Services
B[] Computers
5 {85 My Computer

COM-+ Applications
cvces | W HF @
Running Processes Enhanceds. Event Objec

] Distributed Transac Change
@ eventviener (Loca) View

% servess (Loca) ﬁ'ﬁ 3

Event Object Externalfp... faultrep jllll
1l | | KT | ¥
I I

EleamingC.. Elevated  Elevated..
Class Explorer Fa._|

Select DCOM Config. Expand Component
services and right-click Engine COM server
under DCOM Config. Select Properties from
the menu that is shown

Seaurty |
Group or user names:

JISvSTEM
82, Administrators (MITH-DT7\Administrators)
82, INTERACTIVE

m Remove
Pemnissions for SYSTEM Mow _ Deny
Local Launch =]
Remate Launch [u]
Local Activation a
Remote Activation a

Leam sboust acoess control and pemissions

e

Click <Add>.

Select ths object type:
IUss: Groups, or Buit-n security principals Object Types.
From this logation:

|a\sn\ec se Locations.

Enterthe object names to select (examples)

[ANONYMOUS LOGON Check Names

apvancss L1 o
2

Click <OK>

5.3. Script Service COM server

To make the script service accept incoming calls its COM server must be set = o s uee umon o
. . . . esAmXDa
for it. This is only needed if you want to use remote script calls (OcpRun)

from other PC’s in the network.

Select DCOM config. Expand Component services and right-click “Script .
COM server” under DCOM Config. Select Properties from the menu that is - G

shown.

Then follow the process described for the Engine COM server above.

[____ NN\ NN\

Genersl | Location {SSGL7HY | Endoints | Idertty |
~Launch and Actvation Permissions
 Use Defaukt

 Cugtomize i

[~Acoess.

 Use Defauk

 Customize:

[~ Corfiguretion Pemissions

 Use Default

& Customize Edt

Leam more abou setting these properties.

Select the Security tab, check the Customize
radio button for “Launch and Activation
Permissions” and click <Edit>

| Select Users, Computers, Service Accounts, or Groups 2x|
‘Select this object type:
Iuws ‘Groups. or Buitin securty pincipals. Object Types.
From this location.

[pertec.se Loeations.

Eterthe object namesto select (examples)
Janomymous] Ch

iames

[E=]
Advanced Cancel ,

Then type anonymous in the white area and
then click <Check Names>

Launch and Activation Permission 2%
Secuty |
Group or user names:
82 SYSTEM
&2, Administrators (MITH-DT7\Admiristrators)
& ANONYMOUS LOGON
82 INTERACTIVE

?
§

Add. Fe

Permissions for ANONYMOUS
LOGON

Mow  Deny
Logal Launch o
Remote Launch o
Local Activation [m)
Remote Adtivation =] [m]

Lo oo |
Check all permission check boxes for
“ANONYMOUS LOGON” and then click
<OK>, then <OK> again.

&) Component Services

(3 Console Root
5 (. ComponentServices
1 Computers
) 089 My Computer
| COM+ Applcations
| DCOM Config

sdchange sdclt

view »

SDRSVC  SemsdrsCPL  Sensors CPL
servie  ChangeD...  Change D

40 | 3| K1) | »
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Windows has a firewall of its own. In windows 7 and later it is more complex than in XP but generally the principle and
purpose is the same. To be able to pass the firewall a remote call must pass the firewall to reach the target application.
For this OriLink® needs two inbound rules one for the Engine and one for a DCOM port. The standard port for DCOM

is 135.

From Control panel open the “Windows Firewall” manager and

click the “Advanced settings” on the left side.

Then select “Inbound Rules” in the left pane and click “New

Rule” in the right pane.

Start with the Engine rule so make sure that the Program radio

button is checked and then

click <Next>.

Type in the path to the OriLink® Engine. Install default is
C:\Orilink\Engine.exe. Click <Next>

# New Inbound Rule Wizard

Rule Type

Selest the type of frewl e to create,

Steps:

& Fule Type
@ ProgEam
@ Action
@ Pulie
@ Name

Wwhat type of e would you lke te ereate?

& Program
Rule that controls cornections for & program.
 Part
Rule that controls cornections for a TCP or UDP port
 Predefined:
BranchCache - Contert Fietiieval [Uses HTTP) =
Rule that controls cornections for aWindows experience.

' Custom
Custom rule

Leain more sbout ule upes

<ok =

® Windows Firewall with Advanced Security.

Fle Action View Help

LT

esPml=HE
F windays h Advanced 5 [STTOTNT 9
PRkt

Actions
" Nome_~ Group profie | Enabled | ¢~ Jp 0

(@arsue

Al Suite 11

akamai Netession Interface
akamai Netession Intetface
Akamai NetSession Interface
Akamai NetSession Interface
ontent Service

B Connection Security Rules
&, Monktoring

Battle et
Battle et

Battie.net Update Agent
Battlz net Updats Agent
Batle net Updete Agent
Batle net Updete Agent

Private  Tes
Megy Rule...

Private  Yes a

PrivateYes P FiterbyProfie b

Private  Yes P Fiterbysite b

Public Yes

i P Fiterbysrow b

Domai,. Yes View »

Privatees P

Private  Yes (G Refres

Private  Yes [ Export Uist

Private Ve

relo

Private Vs
Private Vs

Battie et Update Agent Private Ve

Battie et Undate Agent Frivate Ve

Batti et Undate Agent Frivate Ve

Battie et Udate Agent Frivate Ve
< ) . :
e Rk

% New Inbound Rule Wizard x|

Program

Specily the full program path and executable name of the program that this rule matches.

Steps:

@ Ruie Type Does tis rule applyto ol programs or 2 specifc program?

o Frogam

@ dction  All programs

o Profie Pl appiies 0 al connections on the computer that match other ule properties
@ Nare

@ This program path:

[C:\Orilink\Engine exe.

Example:  c:\pathlprogiam exe

ZProgramFiles\browsertbrowser sxe

Lean more about specifuing programs

Browse.

caok =

Make sure that the “Allow the connection” radio button is checked then click <Next>.

Give the rule an informative name and description then click

# New Inbound Rule Wizard x|

Action
Speciy a connestion matches inthe e,
Steps:
& PuleType h h the
o Pogan
" Allow the connection
Ll This includes connecions thal are palected with IPsec as wel as thase are nat
o Prolie
 Allow the connection if itis secure
o MNeme

Thisincludes only connesiions that have been authertisated by Lsing IPses. Connections
wilbe secured using d s in the C

Fule nod,

Customize

¢ Black the connection

Leain more sbout actions

caock =

And the result should be a new inbound rule with the name you

gave it in the centre pane.

<Finish>

# New Inbound Rule Wizard |

ame

Specily the name and description o this e

Steps:

@ Rule Type
@ Progam
@ Action

o Profle lanss

Y [DiLink® Engine

Descrption [sptional):

Enabling remate cals to the Oilink® Engine

<Back Cancel

# windows Firewall with Advanced Security.

Ele Action View Help

~=loix|

Tnbound Rules
Outbound Rules

X connection Security Rules. OrLink® Engine:
® pioritoring Al Suite 1T
A1 ite Tt

akamnai Netsession Interface
Akermai Neksession Interface

B G
TnboundRules  + =

Enobled | /o
E

f|
’
'
£
£
BkamaiNetSession Interface Puble  Yes £
kamsi NetSession Interfce Publc  Yes t view »
@ autodesk Content Service Domai... Yes ¢
Batte.net Privste Yes ¢ |G Rehesh
Battl et Privste  Ves e
Battle et Update Agent: Private  Yes ‘
Battle et Lipdats Agert Private Y5 ‘ i
Batte. et Update Agent: Private  Yes ‘
Batte. et Update Agent: Private  Yes ¢
Batte et Update Agent: Private  Yes £ || @ Deblorue
Battie et Lpdate Agert Private Vs ko
et et Lo Ager vz ves S| cony
il | | | ol . |

W New Rule

T FitsrbyFr... b
T Fiterby State
T FiterbyGr.. b

Private  Yes
Private  Yes
Private  Yes

L NNNSN
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Now create the DCOM port rule in the same way.

Click “New rule” in the left pane. Check the “Port” radio button.

# New Inbound Rule Wizard

New Inbound Rule

Protocol and Ports

Rule Type
et b e o el o Specil the pratocals and pats t wich tis rle apples.
lect ey of el e o create
stom: Stepe
Doss this e apaly to TCP or UDP?
- What type of e would you ke o create? @ Bul Tope il
s i ot = Frotocal andlParts & 10P
o Protaodl and Pats
o c e o Action ~ uop
@ Adion Program
o Pufle Fde thtcartios carnestions o progran o Prfie
.
@ Name © Patt @ Mane

Does this rule apply to all local ports or specific local ports?
Rule that controk tions for & TCP or UDP port.
L the Gortiols coneetions for  TCP or UDP por B 0t
" Predefined:

[BranchCache - Cortent Retieval (Uses HTTF) =

Flule that cortrols connections for a'indows experience.

% Specific local ports: liE3
Example: 60, 443, 50005010

€ Custom
Cuetom e

Leam more sbout protocol and ports
Leam more sbout e tipes

o gy ]| cees <Back Cancel

New Inbound Rule:

Name
Speciy the name and descipton of tisrule. Windows Firenall ekt i cau ceLEE U EIEE
Ele fcton Yew Hep
Stops B B
& Protocol and Pats 523 Tnbound Rules
23 Outbound Rules
@ At :(Dnnectian Securty Rules & NewRue.
o Pufie s & monicoring 0riLnk® Engne
[itinike Pot A1 Suite T1 T Flkerbypr.. b
& T Al suis T Private ves Alow |7 ke by stae
Desciption (optianal} ke NetSassion Interface Private Yes Blck
DCOM por for OfLink® remote coess lcamai NekSession Interface Private Yes Bock | W Ferbycr. b
kamai etsession Interface Pblc e lack Yiew »
Akamai etSession Interface Publc  Yes Blck
@ futodesk Content Service Doma... Yes Blow || @ Refresh
Battie et Private Yes Blow |2 Eportlis.
Battie.net Private Yes Alow
Batti et Update Agerk Private Vs | B 1P
Battle.riet Update Agent Private  Yes Allow OriLink® Port B
Battl. et Update Agerk Private Yes Aoy 8
Battl.net Update Agent Private  Yes Alow | ¥ DisableRul
Battle.net Update Agent Private.  Yes Alow = || & cue
< | | | > .
I I

<ok ==

ark Properties.

Genesl | Programs and Senvices | Computers
ProtocolsandPots | Scope | Advanced | Users

[ Polcosandpots |

«F Eciocitge ET—
Protacol number: =

Local port [AilPorts 2

Example: 80, 443, 50005010

Bemate pot [AilPorts =

Example: 80, 443, 50005010

Irkernet Cortrol Message Protocal Customies
(ICMP) seltings: —

Lean more about protacal and parts

Cancel Apply

L N 8W8NSy ]
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7. Enable Engine broadcasting

. .. . C OriLink® Engine Pro |
To make the engine visible on the net, “broadcasting” must be DRILINKS 9 @ 4
enabled because it is disabled as install default. To do that right- S Qo =
click the engine window or the small blue “O” in the systray in the iy it @
. PC-side Clignts: Update PHP Arra:
lower right corner of the desktop. Mo odes R - FEeoE o

StopEnaine

PmpertlestgwnDE‘

Logs »
\WinDBManager

Wersian:

[i=]
MONITOAING 8YSTEM)

Select menu item Properties. |- I 5
COM2Z \Device! APCISeriall Cancel

Uncheck “Disable Broadcast

Server” and then click <Ok>. Compen Cont) [
Joost Priority (10:-90) 40

OldType

[ Filename [info
Senvice VI D10RC4] Clock dl G0ZD0000
OrLink®\WinDE Servise v{1.010RCEE] WinDB.dl 002F0000

8. ODBC (Database)

To be able to set up and use a ODBC key the logged in user must have read rights for viewing and reports and write
rights for managing to the database.

8.1. ODBC Management tool

OriLink® is a WinAPI 32-bit application so to setup or change the ODBC key you must use the 32 bit ODBC
Manager.

8.1.1. x32 system

For an x32 system you find the ODBC manager in Control Panel -> Administrative Tools -> Data Sources
(ODBC)
8.1.2. x64 system
For an x64 system you find the 32 bit ODBC Manager as C:\Windows\SysWOW=64\odbcad32.exe.
8.1.3. The ODBC Manager
It has two possible tabs. =

UserDSN . System DSN | File DSN | Drivers | Tracing | Connection Pooiing | About |
8.1.3.1. System DSN

System Data Sources

Default is <System DSN> tab. Setting up the ODBC key tone__ '32310..%“Dwa.rmd.,] = At |
here makes it available for all users. _Bomore_|
LConfigure. .

8.1.3.2. User DSN

Setting it up in <User DSN> tab makes it available [ |
only to the user that is logged in when it is set. This 4 | _,—'
can be used on client PC’s from which you want to be
able to look at several system over the network.

An ODBC Spstem data source stores information about how to connect to
k| the indicated dala provider. & System data source is visble to ol users
o this maching, including NT services.

0K I Cancel Lpply Help

L N 8W8NSy ____]
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Client

When there is one or more OriLink® “servers” in a network they can be accessed from “client” PC’s.

9.1. Neighborhood/Layouts

WE PROVIDE SOLUTIONS ORILINK® ‘

To create a client graphic layout you use the network name or IP address of the OriLink® “server” you want to

access.

| _untiied-HwMon
First start HwMon2 in edit mode. This can be done from the S T T oo
“Windows start menu\OriLink\Create New Layout” and select E
menu “View” and item “Select tool”. This will bring up the B
selector tool.
All OriLink® servers installed on Windows XP PC’s visible to
the net will automatically be shown in the selector list but due
to limitations in the search tool in later versions of Windows
they are not automatically shown.

I —— |

To find the OriLink® servers on Windows Vista or later click the <Add Server> button at
the bottom of the selector tool. Type in the IP address or network name of the OriLink®

“server” PC you want to work with and click <OK>

Here there are two OriLink® “servers” present in the network,

develop and “kontoret”. 5
. . & Local Server
To make layouts for client PC’s objects should be selected from £ g Qe
- 818 kortoret

the “net work name”/”’IP address” not from the “Local Server”

If the separator line between the list view and the graphics are
pulled to the right the Server column is shown. In this column
you can see which server a graphic object is linked to.

For a layout graphic object to work on client PC’s it cannot be
linked to “Local Server” because that will only work on the
OriLink® “server” that has the corresponding hardware
connected.

Example:

[Mame] Machinel
[DMS]  olsery. server.com
[1P] 192168.92 67

—

Cancel

Untitled - HWMon

Fle View Layout Help

Address [tiedde | Twpe (% [v [

9.2. Script

9.3. WinDb Manager

Create a user for each workshop that should be managed.

Create the ODBC key in <User DSN> and point it to the database for the workshop linked to the user.

This will make WinDb Manager connect to the OriLink® database for the workshop associated with the logged in

user on the client PC.

A, .\ ™

10(10)



